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Abstract  
Botnets have become a major engines for 
malicious activities in cyberspace nowadays. 
For a successful Distributed Denial of Service 
attack, a bot master must ensure that all the 
bots that are in the part of a botnet is intact. 
To ensure that the bots are alive, the bot 
master checks the activeness of every bots in 
its network by establishing IRC server client 
communication and asks for its host identity 
and details. We try to monitor every system in 
our network for bot activity. If it transfers any 
suspicious data over the network to any 
suspicious websites then we isolate the bot and 
close its port. Now for the bot master to 
successfully carry out his attack he must 
ensure all the bots to be active. So he sends 
another bot to open the port or in the best case 
the bot master may itself comes to open the 
port. By this we can prevent Distributed 
Denial of Service attack as well as find a bot 
that tries to force open the port.  
Keywords: Botnets, Denial of Service, Port 
Closing, Mitigation  

I. INTRODUCTION  

Botnets are the main drivers of cyber attacks, 
such as distributed denial of service (DDoS), 
information phishing and email spamming. 
These attacks are pervasive in the Internet, and  
often cause great financial loss[1],[2].Motivated 
by huge financial or political reward, attackers 
find it worth while to organize sophisticated 
botnets for use as attack tools. There are 
numerous types of botnets in cyberspace, such as 
DSNXbot, evilbot, G-Sysbot, sdbot, and Spybot 
[3]. On one hand, researchers have studied 

botnets from various perspectives, including 
botnet probing events [4], Internet connectivity 
[5], size [6], and domain fluxing [7], [8]. On the 
other hand, botnet owners have at their disposal 
state-of-the art techniques, such as stepping 
stones, reflectors, IP spoofing [1],[9],code 
obfuscation, memory encryption[10],and peer to 
peer implementation technology[9],[11],[12] to 
sustain their botnets and disguise their malicious 
activities and traces. However for every type of 
attacks to be successful every botnet owner must 
ensure that all the bots in their disposal are active 
to carry out their DDoS attack. For this the bot 
master checks the activeness of every bot by 
sending keep alive message. So in this paper we 
try to find the bot which acts as a intermediary to 
carry out the botnet attack by closing the port 
through which it communicates with the bots that 
are to be involved in a botnet attack by closing 
their respective ports .  By closing their ports the 
intermediary bot tries to forcefully open the port 
and communicates with it. This intermediary bot 
identity can be noted now for preventing future 
attacks and communication with the bot.         

II. LITERATURE REVIEW  

A. Fool Me If You Can: Mimicking Attacks and 
Anti-Attacks in Cyberspace  

Shui Yu in their paper proved that 
legitimate cyber behavior can be successfully 
simulated, therefore, it is not possible to 
discriminate mimicking attacks from legitimate 
cyber events using statistical methods. However, 
in order to achieve this, attackers need to satisfy 
one critical condition: they have to possess a 
sufficiently large number of active bots, with no 
fewer than the number of active legitimate users 
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of the simulated events. By active bots, we mean 
the bots that botnet owners can manipulate at the 
time they initiate attacks.   
B. Wireshark network analysis: the official 

Wireshark certified network analyst study 
guide  

Laura chappell of wireshark university has 
showed some methods for identifying bot 
activity by monitoring the bot closely and 
observing the data and system behaviour. We 
implement those methods in identifying the bot 
in our network by following her methods 
proposed.        

III. EXPERIMENTS OVERVIEW   

A. SETTING THE REQUIRED 
ENVIRONMENT  

For setting a bot compromised system we setup 
a batch script that pings the network over a 
definite interval which we consider the pinging 
situation as bot to bot communication. The bot 
may try to ping the network for any sites in our 
scenario and ensures that the system is active. 
This is the same scenario in a bot infected 
environment which tries to communicate with 
the intermediary bot or bot master. Over some 
definite period of time the bot sends the system‟s 
id and other sensitive information over the 
network to the intermediary bot. This activity of 
the bot over the network is sniffed by using the 
tool wireshark. Wireshark provides necessary 
functions to sniff the network over Local Area 
Network , Wi-Fi, Bluetooth network. We can 
follow the TCP stream of the bot that 
communicates with the network using wireshark.  

B. MONITORING THE NETWORK  
             After setting up wireshark we can now 
sniff the network and look up for any suspicious 
activity that happens between the systems and 
destined system over the network. For sniffing 
the network open the wireshark tool with 
administrator privilege and choose the respective 
connection of the network which may be Local 
Area Network , Wi-Fi, Bluetooth network. Now 
after selecting the network wireshark starts to 
capture packets that are transferred to and from 
the network. It also gives us the time, source and 
destination ip, length of the packets, port with 
which it communicates, TCP handshakes, 
protocol used and also the details regarding the 
packets. If a bot activity is detected, the data 
packets transferred to and from the designated 
bot can be monitored much more closely and 
effectively by using the „follow TCP stream‟ 

function provided with the wireshark tool. This 
option lists the data and its information only 
between the two systems.  
C. IDENTIFYING THE BOT  
 A system in our network  is assumed to be 
compromised as a bot. This bot infected system 
is stimulated by running a batch script in a 
system that pings the network over a definite 
interval . It is similar to a bot that responds to the 
keep alive message issued by the bot master or 
any intermediary bot to check its activeness. A 
bot can be distinguished from any other 
legitimate system by checking the data stream of 
every systems in the network. A bot tries to 
resolve a domain name to a set of IPs and the bot 
establishes a TCP handshake with any one of the 
returned IPs. A suspicious domain name can be 
distinguished from a legitimate one when the 
domain name resolves to more than five IPs as 
proposed by Laura chappell from wireshark 
university. The domain name is thus further 
cross checked for its reliability. If the above 
symptoms is observed then the system‟s activity 
is closely monitored by following its TCP stream 
as mentioned above. Now the data transferred 
between the two systems is listed in a new 
window. If the host sends any suspicious data 
like user id, name, sensitive information to the 
malicious designation then the host can be 
regarded as a bot. When analyzing the data 
packets transferred the host may try to send user 
information or any suspicious information by 
using PUSH [PSH]  by which it avoids storing 
the data in the buffer. This way the information 
is avoided from storing locally and transferring 
directly. The bot can be identified as sending 
sensitive information by noting the commands 
like User, USeRHOST, JOiN. These are the 
commands which gets specific user related 
information when the bot connects with the 
Internet Relay Chat (IRC) or any other 
webservers to control the botnets.   
            
D. CLOSING THE SUSPECTED PORT  
After monitoring the systems in a network we 
find that one or more systems is compromised as 
bot and then the port through which the bots that 
are responding to the keep alive messages and 
sending sensitive information over the network 
is noted using wireshark tool. Now we have the 
ports of all the bots which are suspected to be 
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involved in a botnet so the next step is to close 
all the suspected ports for preventing further 
communication between bots. The ports can be 
closed by using TCPView software by Microsoft 
by which we can close the ports of the bots by 
having administrator privileges. After closing all 
the ports, the bot cannot communicate over the 
network and cannot respond to its keep alive 
messages.   
E. FORCE OPENING OUR CLOSED PORT  
Now that the communication between bot and 
intermediary bot has been cut off. The 
intermediary bot now tries to communicate with 
the bot to check its activeness. But the bot 
doesn‟t respond because the port through which 
it communicates is blocked. So the intermediary 
bot tries to force open the port and tries to 
reestablish its connection with the bot. This port 
opening can be observed through our wireshark 
tool where we can see that the bot regains its 
access to the other bot and responds to its keep 
alive messages and typically breaches our 
security.   

IV. METHODOLOGY   

The methodology followed in our paper involves 
checking  our computers   network for any bot 
compromised system by following our proposed 
methods isolating and keeping constant checking 
of the data transferred between the system and 
the destined bot. Then closing the suspected port 
and preventing further communication with the 
intermediary bot and checking if the port is being 
force opened and resuming the data transfer with 
the designed bot.  

  
The environment should be set up in prior to 
detecting and preventing bot attacks by setting up 
the tools for observing the network and data 
transferred between systems and tool for 
stopping the port from further data transfer.  

Below mentioned tools are required to be 
installed in the environment for carrying out our 
methodologies.  

  
• Wireshark- for monitoring the network and 

observing the data packets transferred 
between the host and destination.  

  
• TCP View- closing the port in which the host 

and destination is communicating.  
 

 
The Figure 1 describes the methodology used in 
identifying and isolating bots and preventing 

them from further communicating with 
botmaster and intermediary bot. 

 
Fig 2. DNS resolved to more than 5 IPs 
The Figure 2 of our experiment shows that the 
domain name resolved has provided multiple IPs 
in which the Answer RRs has exceeded 5. This 

Fig 1. Methodology used in our method for mitigating botnet attack 

Establish the req uired environment by  
installing the tools wireshark and TCPview 

Monitor the network using wire  
shark and look for suspicious  
activities 

Isolate the bot and monitor the port  
through which it communicates  

close the port through which it  
communicates using TCPview.   

  

Check if any other system tries to  
forcefully   open the port.   

If so then the system may be either bot  
master or any other bot involved in the  

DDoS attack.    
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observation clearly shows that the system under 
observation is a bot and connecting with 
malicious websites. 

 
Fig 3. TCP Data stream of bot with destination   
 
The Figure 3 describes the TCP Stream followed 
from the bot and it can be observed that the bot 
tries to send user ID by using the USER and 
USERHOST commands and requests for joining 
the IRC server by using the JOIN command for 
establishing a connection with the host and 
destination.  

Fig 4. The intermediary bot asks for user details 
 
The Figure 4 shows the activity of the bot 
observed when it opened the closed port and 
requesting for user details for maintaining its 
activeness with the destined bot and it can be 
identified by observing the data packets. 
 
V. RESULT 

 
Fig 5. Graph depicting the CPU utilization under 
normal state, bot infected state and final state 
after stopping bot activity 
 
The Figure 5 depicts that the CPU resource 
utilized by a bot is higher than that of the CPU 
resource utilized by our system under normal 

condition. So after identifying and stopping the 
bot activity using our proposed method, the 
system resource utilization has now become 
normal and it correlates with that of the usual 
system behavior thus mitigating the bot activity. 
 
VI. CONCLUSION 
The intermediary bot id and its information can 
now be noted and can be now blacklisted. So in 
the future when some other system accesses the 
intermediary bot then the access can be 
prevented by verifying our blacklist. In this way 
we can effectively prevent DDoS attack by 
preventing a bot to reestablish its connection and 
preventing future communication with the 
botnet. However in some special cases the bot 
that is under observation maybe the endpoint 
system in the botnet which is required for DDoS 
attacks. In that case the bot master may not risk 
into retrieving the bot into its network. But that 
is the worst case scenario and its can also be 
neglected because whenever a bot that is 
involved in a network is captured it can cause 
slight deviation in maintaining the false crowd 
situation as intended by the botmaster[13]. So a 
well organized intrusion detection system can 
trace the slightest change in the deviation 
between legitimate and false crowd and a botnet 
attack can be successfully prevented.  
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